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NOTE TO READERS

This report is based on a classified report that was developed at the request of the
U.S. Congress with sponsorship from the Nuclear Regulatory Commission and the
Department of Homeland Security. This report contains all of the findings and
recommendations that appear in the classified report. Some have been slightly reworded
and other sensitive information that might allow terrorists to exploit potential vulnerabilities
has been redacted to protect national security. Nevertheless, the National Research Council
and the authoring committee believe that this report provides an accurate summary of the
classified report, including its findings and recommendations.

The authoring committee for this report examined the potential consequences of a
large number of scenarios for attacking spent fuel storage facilities at commercial nuclear
power plants. Some of these scenarios were developed by the Nuclear Regulatory
Commission as part of its ongoing vulnerability analyses, whereas others were developed
by the committee based upon the expertise of its members or suggestions from participants
at the committee’s open meetings. The committee focused its discussions about terrorist
attacks on the concept of maximum credible scenarios. These are defined by the committee
to be physically realistic classes of attacks that, if carried out successfully, would produce
the most serious potential consequences within that class. In a practical sense they can be
said to bound the consequences for a given type of attack. Such scenarios could in some
cases be very difficult to carry out because they require a high level of skill and knowledge
or luck on the part of the attackers. It was nevertheless useful to analyze these scenarios
because they provide decision makers with a better understanding of the full range of
potential consequences from terrorist attacks.

The committee uses the term potential consequences advisedly. It is important to
recognize that a terrorist attack on a spent fuel storage facility would not necessarily result in
the release of any radioactivity to the environment. The consequences of such an attack
would depend not only on the nature of the attack itself, but also on the construction of the
spent fuel storage facility; its location relative to surrounding features that might shield it
from the attack; and the ability of the guards and operators at the facility to respond to the
attack and/or mitigate its consequences. Facility-specific analyses are required to determine
the potential vulnerability of a given facility to a given type of terrorist attack.

Congress asked the National Research Council for technical advice related to the
vulnerability of spent fuel storage facilities to terrorist attacks. Congress, the Nuclear
Regulatory Commission, and the Department of Homeland Security are responsible for
translating this advice into policy actions. This will require the balancing of costs, risks, and
benefits across the nation’s industrial infrastructure. The committee was not asked to
examine the potential vuinerabilities of other types of infrastructure to terrorist attacks or the
consequences of such attacks. While such comparisons will likely be difficult, they will be
essential for ensuring that the nation’s limited resources are used judiciously in protecting its
citizens from terrorist attacks.






SUMMARY FOR CONGRESS

The U.S. Congress asked the National Academies to provide independent scientific
and technical advice on the safety and security of commercial spent nuclear fuel storage in
the United States, specifically with respect to the following charges:

e Potential safety and security risks of spent nuclear fuel presently stored in
cooling pools at commercial nuclear reactor sites.

» Safety and security advantages, if any, of dry cask storage versus wet pool
storage at these reactor sites.

e Potential safety and security advantages, if any, of dry cask storage using
various single-, dual-, and multi-purpose cask designs.

e The risks of terrorist attacks on these materials and the risk these materials
might be used to construct a radiological dispersal device.

Congress requested that the National Academies produce a classified report that
addresses these charges within 6 months and also provide an unclassified summary for
unlimited public distribution. The first request was fulfilled in July 2004. This report fulfills the
second request.

The highlights of the report are as follows:

(1) Spent fuel pools are necessary at all operating nuclear power plants to store
recently discharged fuel.

(2) The committee judges that successful terrorist attacks on spent fuel pools,
though difficult, are possible.

(3) If an attack leads to a propagating zirconium cladding fire, it could result in the
release of large amounts of radioactive material.

(4) Additional analyses are needed to understand more fully the vulnerabilities and
consequences of events that could lead to propagating zirconium cladding fires.

(5) It appears to be feasible to reduce the likelihood of a zirconium cladding fire by
rearranging spent fuel assemblies in the pool and making provision for water-
spray systems that would be able to cool the fuel, even if the pool or overlying
building were severely damaged.

(6) Dry cask storage has inherent security advantages over spent fuel pool storage,
but it can only be used to store older spent fuel.

(7) There are no large security differences among different storage-cask designs.

(8) It would be difficult for terrorists to steal enough spent fuel from storage facilities
for use in significant radiological dispersal devices (dirty bombs).

The statement of task does not direct the committee to recommend whether the
transfer of spent fuel from pool to dry cask storage should be accelerated. The committee
judges, however, that further engineering analyses and cost-benefit studies would be
needed before decisions on this and other mitigative measures are taken. The report
contains detailed recommendations for improving the security of spent fuel storage
regardless of how it is stored.






EXECUTIVE SUMMARY

In the Fiscal Year 2004 Energy and Water Development Conference Report, the
U.S. Congress asked the National Academies to provide independent scientific and
technical advice on the safety and security' of commercial spent nuclear fuel storage in the
United States, specifically with respect to the following four charges:

(1) Potential safety and security risks of spent nuclear fuel presently stored in
cooling pools at commercial reactor sites.

(2) Safety and security advantages, if any, of dry cask storage versus wet pool
storage at these reactor sites.

(3) Potential safety and security advantages, if any, of dry cask storage using
various single-, dual-, and multi-purpose cask designs.

(4) The risks of terrorist attacks on these materials and the risk these materials mlght
be used to construct a radiological dispersal device.

Congress requested that the National Academies produce a classified report that
addresses these charges within 6 months and also provide an unclassified summary for
unlimited public distribution. The first request was fulfilled in July 2004. This report fulfills the
second request.

Spent nuclear fuel is stored at commercial nuclear power plant sites in two
configurations:

¢ In water-filled pools, referred to as spent fuel pools.

e In dry casks that are designed either for storage (single-purpose casks) or both
storage and transportation (dual-purpose casks). There are two basic cask
designs: bare-fuel casks and canister-based casks, which can be licensed for
either single- or dual-purpose use, depending on their design.

Spent fuel pools are currently in use at all 65 sites with operating commercial nuclear
power reactors, at 8 sites where commercial power reactors have been shut down, and at
one site not associated with an operating or shutdown power reactor. Dry-cask storage
facilities have been established at 28 operating, shutdown, or decommissioned power
plants. The nuclear industry projects that up to three or four nuclear power plants will reach
full capacity in their spent fuel pools each year for at least the next 17 years.

The congressional request for this study was prompted by conflicting public claims
about the safety and security of commercial spent nuclear fuel storage at nuclear power
plants. Some analysts have argued that the dense packing of spent fuel in cooling pools at
nuclear power plants does not allow a sufficient safety margin in the event of a loss-of-pool-
coolant event from an accident or terrorist attack. They assert that such events could result
in the release of large quantities of radioactive material to the environment if the zirconium
cladding of the spent fuel overheats and ignites. To reduce the potential for such fires, these

' In the context of this study, safety refers to measures that protect spent nuclear fuel storage facilities
against failure, damage, human error, or other accidents that would disperse radioactivity in the
environment. Security refers to measures to protect spent fuel storage facilities against sabotage,
attacks, or theft.
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analysts have suggested that spent fuel more than five years old be removed from the pool
and stored in dry casks, and that the remaining younger fuel be reconfigured in the pool to
allow more space for air cooling in the event of a loss-of-pool-coolant event.

The committee that was appointed to perform the present study examined the
vulnerability of spent fuel stored in pools and dry casks to accidents and terrorist attacks.
Any event that results in the breach of a spent fuel pool or a dry cask, whether accidental or
intentional, has the potential to release radioactive material to the environment. The
committee therefore focused its limited time on understanding two issues: (1) Under what
circumstances could pools or casks be breached? And (2) what would be the radioactive
releases from such breaches?

To address these questions, the committee performed a critical review of the security
analyses that have been carried out by the Nuclear Regulatory Commission and its
contractors, the Department of Homeland Security, industry, and other independent experts
to determine if they are objective, complete, and credible. The committee was unable to
examine several important issues related to these questions either because it was unable to
obtain needed information from the Nuclear Regulatory Commission or because of time
constraints. Details are provided in Chapters 1 and 2.

The committee’s findings and recommendations from this analysis are provided
below, organized by the four charges of the study task. The ordering of the charges has
been rearranged to provide a more logical exposition of results.

CHARGE 4: RISKS OF TERRORIST ATTACKS ON THESE
MATERIALS AND THE RISK THESE MATERIALS MIGHT BE USED
TO CONSTRUCT A RADIOLOGICAL DISPERSAL DEVICE

The concept of risk as applied to terrorist attacks underpins the entire statement of
task for this study. Therefore, the committee examined this final charge first to provide the
basis for addressing the remainder of the task statement. The committee’s examination of
Charge 4 is provided in Chapter 2. On the basis of this examination, the committee offers
the following findings and recommendations numbered according to the chapters in which
they appear:

FINDING 2A: The probability of terrorist attacks on spent fuel storage cannot be
assessed quantitatively or comparatively. Spent fuel storage facilities cannot be
dismissed as targets for such attacks because it is not possible to predict the
behavior and motivations of terrorists, and because of the attractiveness of spent fuel
as a terrorist target given the well known public dread of radiation. Terrorists view
nuclear power plant facilities as desirable targets because of the large inventories of
radioactivity they contain. While it would be difficult to attack such facilities, the committee
judges that attacks by knowledgeable terrorists with access to appropriate technical means
are possible. It is important to recognize, however, that an attack that damages a power
plant or its spent fuel storage facilities would not necessarily result in the release of any
radioactivity to the environment. There are potential steps that can be taken to lower the
potential consequences of such attacks.
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FINDING 2B: The committee judges that the likelihood terrorists could steal
enough spent fuel for use in a significant radiological dispersal device is small.
Removal of a spent fuel assembly from the pool or dry cask would prove extremely difficult
under almost any terrorist attack scenario. Attempts by a knowledgeable insider(s) to
remove single rods and related debris from the pool might prove easier, but the amount of
material that could be removed would be small. Moreover, superior materials could be stolen
or purchased more easily from other sources. Even though the likelihood of spent fuel theft
appears to be small, it is nevertheless important that the protection of these materials be
maintained and improved as vulnerabilities are identified.

RECOMMENDATION: The Nuclear Regulatory Commission should
review and upgrade, where necessary, its security requirements for
protecting spent fuel rods not contained in fuel assemblies from theft
by knowledgeable insiders, especially in facilities where individual fuel
rods or portions of rods are being stored in pools.

FINDING 2C: A number of security improvements at nuclear power plants have
been instituted since the events of September 11, 2001. However, the Nuclear
Regulatory Commission did not provide the committee with enough information to evaluate
the effectiveness of these procedures for protecting stored spent fuel. Surveillance and
other human-factors related security procedures are just as important as the physical
barriers in preventing and mitigating terrorist attacks. Although the committee did learn
about some of the changes that have been instituted since the September 11, 2001, attacks,
it was not provided with enough information to evaluate the effectiveness of procedures now
in place.

RECOMMENDATION: Although the committee did not specifically
investigate the effectiveness and adequacy of improved surveillance
and security measures for protecting stored spent fuel, an assessment
of current measures should be performed by an independent?
organization.

CHARGE 1: POTENTIAL SAFETY AND SECURITY RISKS OF SPENT
NUCLEAR FUEL STORED IN POOLS

The committee’s examination of Charge 1 is provided in Chapter 3. On the basis of
this examination, the committee offers the following findings and recommendations:

FINDING 3A: Pool storage is required at all operating commercial nuclear power
plants to cool newly discharged spent fuel. Freshly discharged spent fuel generates too
much decay heat to be passively air cooled. This fuel must be stored in a pool that has an
active heat removal system (i.e., water pumps and heat exchangers) for at least one year
before being moved to dry storage. Most dry storage systems are licensed to store fuel that
has been out of the reactor for at least five years. Although spent fuel younger than five
years could be stored in dry casks, the changes required for shielding and heat-removal

2 That is, independent of the Nuclear Regulatory Commission and the nuclear industry.
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could be substantial, especially for fuel that has been discharged for less than about three
years.

FINDING 3B: The committee finds that, under some conditions, a terrorist attack
that partially or completely drained a spent fuel pool could lead to a propagating
zirconium cladding fire and the release of large quantities of radioactive materials to
the environment. Details are provided in the committee’s classified report.

FINDING 3C: It appears to be feasible to reduce the likelihood of a zirconium
cladding fire following a loss-of-pool-coolant event using readily implemented
measures. The following measures appear to have particular merit: Reconfiguring the spent
fuel in the pools (i.e., redistribution of high decay-heat assemblies so that they are
surrounded by low decay-heat assemblies) to more evenly distribute decay-heat loads and
enhance radiative heat transfer; limiting the frequency of offloads of full reactor cores into
spent fuel pools, requiring longer shutdowns of the reactor before any fuel is offloaded, and
providing enhanced security when such offloads must be made; and development of a
redundant and diverse response system to mitigate loss-of-pool-coolant events that would
be capable of operation even if the pool or overlying building were severely damaged.

FINDING 3D: The potential vulnerabilities of spent fuel pools to terrorist attacks
are plant-design specific. Therefore, specific vulnerabilities can be understood only
by examining the characteristics of spent fuel storage at each plant. As described in
Chapter 3, there are substantial differences in the designs of spent fuel pools that make
them more or less vulnerable to certain types of terrorist attacks.

FINDING 3E: The Nuclear Regulatory Commission and independent analysts have
made progress in understanding some vulnerabilities of spent fuel pools to certain
terrorist attacks and the consequences of such attacks for releases of radioactivity to
the environment. However, additional work on specific issues is needed urgently. The
analyses carried out to date provide a general understanding of spent fuel behavior in a
loss-of-pool-coolant event and the vulnerability of spent fuel pools to certain terrorist attacks
that could cause such events to occur. The work to date, however, has not been sufficient to
adequately understand the vulnerabilities and consequences of such events. Additional
analyses are needed to fill in the knowledge gaps so that well-informed policy decisions can
be made.

RECOMMENDATION: The Nuclear Regulatory Commission should
undertake additional best-estimate analyses to more fully understand the
vulnerabilities and consequences of loss-of-pool-coolant events that could
lead to a zirconium cladding fire. Based on these analyses, the Commission
should take appropriate actions to address any significant vulnerabilities that
are identified. The committee provides details on additional analyses that should be
carried out in its classified report. Cost-benefit considerations will be an important
part of such decisions.

RECOMMENDATION: While the work described in the previous
recommendation under Finding 3E, above, is being carried out, the Nuclear
Regulatory Commission should ensure that power plant operators take prompt
and effective measures to reduce the consequences of loss-of-pool-coolant
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events in spent fuel pools that could result in propagating zirconium cladding
fires. The committee judges that there are at least two such measures that should
be implemented promptly:

e Reconfiguring of fuel in the pools so that high decay-heat fuel assemblies are
surrounded by low decay-heat assemblies. This will more evenly distribute
decay-heat loads, thus enhancing radiative heat transfer in the event of a loss of
pool coolant.

e Provision for water-spray systems that would be able to cool the fuel even if the
pool or overlying building were severely damaged.

Reconfiguring of fuel in the pool would be a prudent measure that could probably be
implemented at all plants at little cost, time, or exposure of workers to radiation. The
second measure would probably be more expensive to implement and may not be
needed at all plants, particularly plants in which spent fuel pools are located below
grade or are protected from external line-of-sight attacks by exterior walls and other
structures.

The committee anticipates that the costs and benefits of options for implementing the
second measure would be examined to help decide what requirements would be
imposed. Further, the committee does not presume to anticipate the best design of
such a system—whether it should be installed on the walls of a pool or deployed
from a location where it is unlikely to be compromised by the same attack—but
simply notes the demanding requirements such a system must meet.

CHARGE 3: POTENTIAL SAFETY AND SECURITY ADVANTAGES,
IF ANY, OF DIFFERENT DRY CASK STORAGE DESIGNS

The third charge to the committee focuses exclusively on the safety and security of
dry casks. The committee addressed this charge first in Chapter 4 to provide the basis for
the comparative analysis between dry casks and pools as called for in Charge 2.

FINDING 4A: Although there are differences in the robustness of different dry cask
designs (e.g., bare-fuel versus canister-based), the differences are not large when
measured by the absolute magnitudes of radionuclide releases in the event of a
breach. All storage cask designs are vulnerable to some types of terrorist attacks, but the
quantity of radioactive material releases predicted from such attacks is relatively small.
These releases are not easily dispersed in the environment.

FINDING 4B: Additional steps can be taken to make dry casks less vulnerable to
potential terrorist attacks. Although the vulnerabilities of current cask designs are already
small, additional, relatively simple steps can be taken to reduce them as discussed in
Chapter 4.

RECOMMENDATION: The Nuclear Regulatory Commission should
consider using the results of the vulnerability analyses for possible
upgrades of requirements in 10 CFR 72 for dry casks, specifically to
improve their resistance to terrorist attacks. The committee was told by
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Nuclear Regulatory Commission staff that such a step is already under
consideration.

CHARGE 2: SAFETY AND SECURITY ADVANTAGES, IF ANY, OF
DRY CASK STORAGE VERSUS WET POOL STORAGE

In Chapter 4, the committee offers the following findings and recommendations with
respect to the comparative component of Charge 2:

FINDING 4C: Dry cask storage does not eliminate the need for pool storage at
operating commercial reactors. Under present U.S. practices, dry cask storage can only
be used to store fuel that has been out of the reactor long enough (generally greater than
five years under current practices) to be passively air cooled.

FINDING 4D: Dry cask storage for older, cooler spent fuel has two inherent
advantages over pool storage: (1) It is a passive system that relies on natural air
circulation for cooling; and (2) it divides the inventory of that spent fuel among a
large number of discrete, robust containers. These factors make it more difficult to
attack a large amount of spent fuel at one time and also reduce the consequences of
such attacks. The robust construction of these casks prevents large-scale releases of
radioactivity in all of the attack scenarios examined by the committee in its classified report.

FINDING 4E: Depending on the outcome of plant-specific vulnerability analyses
described in the committee’s classified report, the Nuclear Regulatory Commission
might determine that earlier movements of spent fuel from pools into dry cask
storage would be prudent to reduce the potential consequences of terrorist attacks
on pools at some commercial nuclear plants. The statement of task directs the
committee to examine the risks of spent fuel storage options and alternatives for decision
makers, not to recommend whether any spent fuel should be transferred from pool storage
to cask storage. In fact, there may be some commercial plants that, because of pool designs
or fuel loadings, may require some removal of spent fuel from their pools. If there is a need
to remove spent fuel from the pools it should become clearer once the vulnerability and
consequence analyses described in the classified report are completed. The committee
expects that cost-benefit considerations would be a part of these analyses.

IMPLEMENTATION ISSUES

Implementation of the recommendations in Chapters 2-4 will require action and
cooperation by a large number of parties. The final chapter of the report provides a brief
discussion of two implementation issues that the committee believes are of special interest
to Congress: Timing Issues: Ensuring that high-quality, expert analyses are completed in a
timely manner; and Communications Issues: Ensuring that the results of the analyses are
communicated to relevant parties so that appropriate and timely mitigating actions can be
taken. This discussion leads to the following finding and recommendation.

FINDING 5A: Security restrictions on sharing of information and analyses are
hindering progress in addressing potential vulnerabilities of spent fuel storage to
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terrorist attacks. Current classification and security practices appear to discourage
information sharing between the Nuclear Regulatory Commission and industry. They
impede the review and feedback processes that can enhance the technical soundness of
the analyses being carried out; they make it difficult to build support within the industry for
potential mitigative measures; and they may undermine the confidence that the industry,
expert panels such as this one, and the public place in the adequacy of such measures.

RECOMMENDATION: The Nuclear Regulatory Commission should
improve the sharing of pertinent information on vulnerability and
consequence analyses of spent fuel storage with nuclear power plant
operators and dry cask storage system vendors on a timely basis.

The committee also believes that the public is an important audience for the
work being carried out to assess and mitigate vulnerabilities of spent fuel storage
facilities. While it would be inappropriate to share all information publicly, more
constructive interaction with the public and independent analysts could improve the
work being carried out and also increase public confidence in Nuclear Regulatory
Commission and industry decisions and actions to reduce the vulnerability of spent
fuel storage to terrorist threats.
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